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Executive Summary

Cyber-enabled threat actors across a wide
spectrum of intrinsic motivations and
geographical origin contmue to target U.S.
clections infrastructure with malicious
operations designed to influence,
manipulate, monitor, or disrupt elections, or
enable intelligence collection efforts.
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Information Sourcing &Fidelity

Information Sources:
e Mandiant Engagements
e Information Sharing Partnerships
e Open-Source Reporting
e Advanced Research Methods

Indicators of Compromise (loCs):
e Static observables, e.g. files, network artifacts, and
commands strings
e Inverse relationship between ease of acquisition and
ongoing usefulness

Behavioral Indicators:
e Attackpatterns providing buckets to standardize the
way we communicate adversarialactions
e Alone provide limited information, but in combination
can give criticalcontext
e Much more difficult to identify, analyse, and act on in
comparison to static indicators
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Source: https://www.linkedin.com/pulse/pyramid-pain-how-make-attackers-life-harder-
murray-pearce/
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Attack Lifecycle

INITIAL RECONNAISSANCE INITIAL COMPROMISE ESTABLISH FOOTHOLD

MAINTAIN PRESENCE MOVE LATERALLY
COMPLETE MISSION

INTERNAL

ESCALATE PRIVILEGE SN IR (el B

Determine objectives, Leverage initialaccess Gain persistence Employ additional Use acquired accesses Conduct actions-on-
explore targets of vectors, including through malware techniques to increase to conduct discovery objectives to disrupt,
interest, prepare and vulnerable public deployments, administrative on the victim network, destroy, or exfiltrate
stage capabilities. facing infrastructure configuration privileges within the iterate through file data from accessible
and employees of changes, credential network to enable directories and portions of the victim
interest for social theft, or other further tasks, applications, and network.
engineering. methods of retaining including persistence- move through the
access following the related actions and network undetected.
prior stage. binary execution.

MITRE ATT&CK Reconnaissance, Resource Development, Initial Access, Execution, Persistence, Privilege

Escalation, Defense Evasion, Credential Access, Discovery, Lateral Movement, Collection, Command and Control,
Exfiltration, Impact
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2024 U.S. Presidential Elections Calendar
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This election calendar includes dates for presidential primary and caucus events, party conventions
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and presidential debates. Purple indicates both parties are holding an event on that date.
Source:270towin

March 05: Super Tuesday
June 04:Final Primaries Held
July 15 - 18: Republican National Convention
August 19 - 22: Democratic National Convention

September 16: First Presidential Debate
September 25: Vice Presidential Debate
October 1: Second Presidential Debate
October 09: Final Presidential Debate

November 05: General Election Day

December 17: Electors Cast Votes
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Identifying Adversary Objectives

® Anadversary’s primary underlying
motivations inform targeting as wellas the
manner and speed they conduct
operations

INTELLIGENCE
GATHERING AND
MONITORING

e Three primary motivations:
o Direct Election Interference
o Intelligence Gathering / Monitoring
o Information Operations (IO)

DIRECT ELECTION
INTERFERENCE

INFORMATION
OPERATIONS

e Individualobjectives are often multi-
dimensional and can reflect amorphous,
evolving, and/or overlapping adversary
motivations
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Presenter Notes
Presentation Notes
State-sponsored actors: Government organizations, contractors, and others working on behalf of governments are the most persistent threat to elections. Military and security services are regularly tasked with intelligence collection against election-related targets, with IO and election interference increasingly becoming standard practice. State media services also have a role in IO. Operations by these actors often benefit from long planning cycles, significant resources, and specific expertise.
Cybercrime: Financially motivated actors may affect elections despite no specific interest in the elections themselves. Ransomware and extortion operations target victims simply for their ability to pay. The plentitude of election-related organizations and systems significantly increases the likelihood of a related criminal event.
Hacktivists: Ideologically or politically motivated independent actors have carried out attacks on election-related targets on several occasions. This activity is often sporadic, linked to foreign conflicts or domestic controversies, and typically causes only superficial impacts, such as the temporary disruption of election-related websites.
Insider threats: Insider threats have become a concern for election officials given the privileged access they hold. Some are malicious insiders such as employees looking to steal data or sabotage the organization. Others are unintentional insiders such as employees who make mistakes or fall victim to phishing attacks.
Information operations-as-a-service: Marketing firms and freelancers also promote messaging during elections—for example, promoting or criticizing candidates or issues—on behalf of their clients. Mandiant and open sources have identified several examples of public relations (PR) firms carrying out IO activities in support of nation states, including using tactics such as coordinated inauthentic social media advocacy.



Distinguishing Targets within the Elections Ecosystem

M

e (Campaigns
o News Organizations
o Political Parties &Campaigns
o Social Media Platforms
o PACs &Donor Groups
e Administration
o Flection Commissions
o FElectoral Registres
o State &Local Officials
e Systems
o Voting Machines
o Software &Hardware Manufacturers
o Flection Management Systems
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A Dynamic Threat Landscape

<5 Underlying [Xx Professionalism, Persistence in

Motivations Drive Structure, and Pursuit of Set
Decision Making Resourcing Objectives
* Malicious activity e Attackers may flexibly * Resolute objectives motivate
represents humans at a calibrate their capabilities threats to continuously
keyboard depending on the target pursue targets over the long
* Activity may be highly * Threats may linger verm
tailored toward particular carefully for months or * Greater familiarity with a
sectors or individual even years within a given network means a threat
organizations network is more likely to identify and
, o leverage additionalaccess
* Underlying motlvathns * Attackers may pivot their vectors
range from destruction and tactics based on findings
disruption to information from within a victim * Persistence mechanisms
theft,among others network mean partial eviction may not
result in complete |
M remediation MANDIANT
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Presenter Notes
Presentation Notes
Attackers can be foreign nationals, criminals, hacktivists, competitors and organization insiders.



The Spectrum of Contemporary IO Activity

Primary 10 Objectives Observed During 2022 Midterm
Elections:

e Widen existing politicaldivisions
e Targetspecific contested races
e Promote speculation of foreign interference

|O Strategies:
e C(Coordinated inauthentic activity
e Hack-and-leakoperations
e Production and publication of disinformation
e C(Claims of disruptive activity targeting election

infrastructure
e C(Claims of activity targeting the confidentiality of
election data
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Defining the Current State of Al-Enabled TTPs

Background:
e Current research and open-source reporting indicates that Al—in the form of LLM
platforms—has assisted a number of threat actors to better inform their operations,
craft lure content and malware payloads, interact with victims, and generate

misleading photo and video content to mislead audiences. e t
o TL;DR: Al has become a substantial force multiplier, but not game-changing S erey, m/n 4
capability, for contemporary cyber threat groups, including those interested in "Iprog, %ié’%rc,.e .
gathering intelligence from or influencing U.S. elections. mo,Z'W’j;h;;M,,,hgp/alty Wity
iy s . Tear Mg /ea’n/ng an
Example Definitions of Initially Observed Tactics: % )

LLM-informed reconnaissance

LLM-enhanced scripting techniques

LLM-aided development O

LLM-supported social engineering p enA ]

LLM-assisted vulnerability research

LLM-optimized payload crafting @
LLM-enhanced anomaly detection evasion C
LLM-directed security feature bypass hatG PT
LLM-advised resource development
M MANDIANT .
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Presenter Notes
Presentation Notes
LLM-informed reconnaissance: Employing LLMs to gather actionable intelligence on technologies and potential vulnerabilities.
LLM-enhanced scripting techniques: Utilizing LLMs to generate or refine scripts that could be used in cyberattacks, or for basic scripting tasks such as programmatically identifying certain user events on a system and assistance with troubleshooting and understanding various web technologies.
LLM-aided development: Utilizing LLMs in the development lifecycle of tools and programs, including those with malicious intent, such as malware.
LLM-supported social engineering: Leveraging LLMs for assistance with translations and communication, likely to establish connections or manipulate targets.
LLM-assisted vulnerability research: Using LLMs to understand and identify potential vulnerabilities in software and systems, which could be targeted for exploitation.
LLM-optimized payload crafting: Using LLMs to assist in creating and refining payloads for deployment in cyberattacks.
LLM-enhanced anomaly detection evasion: Leveraging LLMs to develop methods that help malicious activities blend in with normal behavior or traffic to evade detection systems.
LLM-directed security feature bypass: Using LLMs to find ways to circumvent security features, such as two-factor authentication, CAPTCHA, or other access controls.
LLM-advised resource development: Using LLMs in tool development, tool modifications, and strategic operational planning.
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Key Takeaways:

e Mandiant continues to anticipate espionage-based intelligence collection and enablement
efforts targeting election-related entities in 2024:

o The time-sensitive nature of any such operation, the fleeting intelligence value of most
collected information, and difficulties taking action on most such information may hold
many threat actors from conducting election-specific operations; however:

m Presidentialcampaigns, auxiliary party members and leadership, and other
election-related entities pose highly valuable targets for intelligence collection
activities looking to glean information on future U.S. policy, foreign and domestic. :

m Controversies surrounding current presidential candidates—including health, Y
personaland professionalrelationships, and business dealings—highlight the
amplified risks of personaldata leaks and the incentives threat actors have to
pursue them.

e Threat actors from around the world continue to conduct Information Operations (I0) to foment
discontent, mislead Western audiences, and otherwise share and amplify information in ways
meant to influence and degrade the conduct and outcomes of U.S. and foreign elections.
o Russia, Iran, and PRC-aligned 10 campaigns continue to constitute the greatest volume of
such activity, leveraging social media networks, hacktivist fronts, and other means to
share and amplify information to Western audiences. ’

e Hacktivist fronts and ransomware threat actors continue to pose a serious disruptive threat to /
elections, whether explicitly designed to or not. S
o Hacktivist fronts carry out frequent denial-of-service attacks alongside nationalistic, '
anti-West rhetoric, and have demonstrated prior activity parallelto elections.
o Ransomware attacks against government infrastructure timed (whether purposefully or
not)to coincide with elections may paralyze their conduct and force substantial delays.
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Presenter Notes
Presentation Notes
We continue to anticipate espionage targeting elections throughout this cycle
The spectrum of actors likely to target elections is comparatively narrow
Lack of need for many groups and difficulty identifying and making use of much electoral-specific information
However, there remains a high volume of valuable information processed adjacent to and through electoral processes
This volume increases parallel to difficult policy formulations and controversies surrounding candidates 
Multiple foreign states have launched information operations meant to achieve some form of impact-through-influence against U.S. and other Western elections 
The majority of these campaigns continue to originate from Russia, Iran, and PRC 
Done through various means and across social media platforms as well as custom infrastructure
Hacktivist fronts and ransomware threats pose the greatest threat of acute disruption against election entities and the conduct of elections and auxiliary events broadly 
Hacktivists hoping to disrupt elections, or those intent on making it seem as though they have the capability to disrupt elections, are almost certain to make claims of DDoS attacks and potentially other tactics to target this year’s presidential election. 
Ransomware attacks constitute generally opportunistic though highly disruptive events that could prevent operation of voting and communications infrastructure on or around election day. 


IO Campaigns, Impacts, and FUD

Background:
e Foreign states continue to deploy information operations
(I0)to attempt to influence the conduct and outcome of
elections globally.

Observations:
e NotalllO campaigns are created equally, and most fall
short

o Obvious script-following/bot use, poor language
skills, lack of culturalawareness

e Successfulcampaigns often leverage current events by
calling into question officialnarratives or providing
alternative facts that are not easily verifiable or that
provide an easy, malicious explanation for an otherwise
nuanced, sensitive topic.

o Campaigns may make varied and creative use of
various vehicles for information transfer, including
potentialphysicaloperations (See Figures).

o Audiences presented with multiple narratives may
become fatigued by choice and trust none,
gravitate toward those most sensational, or trust

M the first source they encounterrather than the
|
most reputable.

France blames Russia’s FSB for anti-Semitic Star
of David graffiti campaign

France believes that Russia's security service FSB was behind a campaign in which Star of David graffiti were
daubed on buildings in and around Paris last autumn, a French source said Friday.

Issued on: 23/02/2024 - 18:03 Modified: 23/02/2024 - 18:05 (© 2 min
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Elections and Disinformation Are

Colliding Like Never Before in 2024

A wave of elections coincides with state influence operations, a
surge of extremism, A.I. advances and a pullback in social media

NOVEMBER 9, 2023 8:57 PM CET
BY CLEA CAULCUTT

PARIS — France on Thursday condemned what officials termed a Russian
destabilization effort that amplified online the appearance of dozens of Stars

protections.

€ sharetulartice 2> [] ] 460

@ @ @ By Tiffany Hsu, Stuart A. Thompson and Steven Lee Myers

Published Jan. 9,2024 Updated Jan. 11, 2024

of David graffiti on buildings across Paris.

According to a press statement by the Foreign Affairs Ministry, a Russian

network associated with online disinformation campaigns, Recent Reliable
News (RRN/Doppelgénger), was involved in posting the first photos of the
graffiti and in amplifying their circulation on social media. French digital
Headline Sources:
https://www.france24.com/en/france/20240223-
france-blames-russia-s-fsb-for-anti-semitic-star-of-
david-graffiti-across-paris
https://www.politico.eu/article/france-condemns-
russia-involvement-stars-of-david-graffiti/
https://www.nytimes.com/2024/01/09/business/media/
election-disinformation-2024.html
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watchdog Viginum detected a network of more than 1,000 bots on X
(formerly Twitter), which published more than 2,500 posts on the Stars of
David tags last Monday.



Russia-Aligned Campaigns

Mandiant has recently highlighted continued observations surrounding threat activity we
attribute to "Newsroom for American and European Based Citizens" (NAEBC), a pro-Russia
influence campaign allegedly run by individuals associated with Russia's Internet Research
Agency (IRA). Activity attributed to NAEBC, which has periodically fluctuated between key
events such as U.S. elections, has markedly persisted despite repeated public exposure and
has continued to target specifically right-leaning U.S. audiences on a range of issues.

Additionally, we note that covert assets within the pro-Russia propaganda and
disinformation ecosystem, including those that have been attributed to Russian intelligence
services, continue to amplify pro-Russia messaging targeting U.S. audiences in the run-up
to the 2024 U.S. presidential election. For example, we continue to observe well-known
disinformation sites such as "NewsFront"and "Southfront"increasingly incorporate specific
messaging surrounding these upcoming elections; content published to these sites is often
further amplified by both inauthentic and genuine sources, the latter of which increases the
ability of these campaigns to breakout and reach larger audiences.

Similar to observed threat activity targeting the U.S. 2022 midterm elections, we expect
both pre-existing and possibly newly emerged hacktivist personas to engage in potentially
wide-ranging threat activity targeting the U.S. 2024 elections, including both disruptive and
conventional information operations.

M

.9 “ When | see Hochul all | See is Hillary. 1s there hope for New York to have their new Giuliani?
L]

i, patriots. mie]

+

D) \
“Kathy Hochul and Hillary Clinton? r
They are the same people” '

Brian Kemp holds strong against Dem Stacey Abrams in second Georgia governor debate. | wonder why...
[ ——
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Presenter Notes
Presentation Notes
Report to Reference: 2024 Elections Brief: Information Operations Threats to U.S. Elections

Talk about: Prigozhin Linked IO
-NAEBC's ongoing activity may be an indicator that the campaign operators intend to leverage campaign assets in the upcoming U.S. election season—the campaign has previously mobilized around such events—even if only as an attempt to bolster the perception that pro-Russia IO is persistently influencing the U.S. electorate.
In the 2022 midterm elections, the campaign launched their main operation closer to election day, thus it may be too early to assess this scenario.


[ran-Aligned Campaigns

— Amolia Miller ¢ 4melabliberAd  Fob 3 .
Chech out this article: Trump's Texas Rally Proved Just How Dangerous He
Can Be

We note an established precedent for Iran-
aligned information operations activity
targeting U.S. audiences;notable campaigns
have leveraged suspected inauthentic news
sites, impersonated U.S.-based individuals,
and in some cases, U.S. politicalcandidates.

Trump's Texcas Rally Proved Just How Dangercus He Can Be
s words 81 the Texas rally this week proved that he can stlll create
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Report to Reference: 2024 Elections Brief: Information Operations Threats to U.S. Elections



PRC-Aligned Campaigns

Throughout 2023, pro-PRC IO activity exhibited a pattern of

an
. i ‘%"’ aggressiveness manifested primarily in attempts to target
RESEEE- SR, FARARRTY . _ _ _ _
$7#§Marco Antonio Rubio t{iI! #elect elections in the U.S., as wellas elections in Taiwan, and Hong
| support Marco Rubio, please support Kong, including with activity flagrantly attempting to engage

Marco Antonio Rubio by voting! #

with voters and influence their electoralchoices.

We continue to observe concerted, and in some cases ongoing,
efforts attributed to the pro-PRC campaigns
"DRAGONBRIDGE"and "HaiEnergy"to target U.S. domestic

politicaldiscourse. Observations surrounding threat activity

attributed to these groups include past concerted efforts
targeting the U.S. 2022 midterm elections as wellas recent

activity focused on the U.S. 2024 election cycle.
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IO Surrounding Taiwan’s Presidential Elections

Pro-PRC DRAGONBRIDGE Campaign Promotes Content Pertaining
to 2024 Taiwan Presidential Election, Attempts to Discourage
Taiwanese from Voting for the Democratic Progressive Party

M

Mandiant assesses with high confidence that socialmedia
accounts we judge to comprise part of the pro-People's
Republic of China (PRC) DRAGONBRIDGE information
operations campaign promoted content pertaining to the
2024 Taiwan presidentialelection on multiple platforms,
including content attempting to discourage Taiwanese
from voting for the ruling Democratic Progressive Party
(DPP).

o Narratives promoted by this activity set negatively
portrayed the DPP and its presidential candidate Lai
Ching-te,describing the DPP and its members as
vote-seeking, ineffective, corrupt, and unfit for
leadership.

o The promoted narratives also aimed to portray
Taiwan and its people as experiencing economic
woes under DPP's leadership. These narratives
suggested that if Laiand the DPP were to be elected,
the situation would worsen for Taiwan and its
citizens.
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Google » o #£7% Taiwan cannot become the next Ukraine. Young people should
People who talk about benevolence, justice and morality in front of enter the workplace instead of going to the battlefield. "Every vote cast

others, but are good plagiarists in the back, such as He Bolun, Zhao
Tianlin, Zhang Honglu... who is next? Are the standards of the DPP "no
standards"? Is the bottom line of the DPP called "no bottom line"? ?
Zhang Honglu is a candidate for the DPP New Taipei City Legislative
Council. Such obvious plagiarism really slaps Lai Qing’s academic ethics
clause in the face, and also proves that Lai’s reforms are in vain.

for the DPP becomes their corrupt money."
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Notable Russia-, Iran-, and PRC-Aligned Campaigns Targeting U.S.

Audiences

Internet Research Agency (IRA)
« Peace Data
« NAEBC

Doppelganger

Hacktivist Personas

Liberty Front Press

Endless Mayfly

Roaming Mayfly

EvenPolitics

Enemies of the People

Proud Boys

DRAGONBRIDGE

HaiEnergy
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Presenter Notes
Presentation Notes
Report to Reference: 2024 Elections Brief: Information Operations Threats to U.S. Elections

Russia:
Mandiant assesses with high confidence that the risk of Russian state-sponsored cyber threat activity will increase in the weeks and months ahead of elections. Mandiant anticipates that this activity will focus on regions that Russia closely monitors, such as Russia itself, Ukraine and its neighbors, the U.S., the UK, and the EU. Tactics will likely span cyber espionage, DDoS, influence campaigns, and potentially impactful disruptive and hack-and-leak operations. Multiple Russian groups have been involved in activity related to past elections, and these groups have continued to demonstrate the capability and intent to target elections both directly and indirectly.

IO: Since October 2020, NAEBC has persistently attempted to influence U.S. audiences on issues related to U.S. politics and elections. In addition, Mandiant is tracking a variety of other pro-Russia IO campaigns, including RUsponder, Cyber Front Z, and Secondary Infektion. Belarusian-linked Ghostwriter also frequently promotes pro-Russia narratives. Recent activity from these campaigns has been primarily focused on the war in Ukraine.
Hacktivists: Mandiant is tracking multiple self-proclaimed hacktivist groups primarily conducting DDoS attacks and leaking compromised data in support of Russian interests. These groups claim to have targeted organizations spanning the government, financial services, telecommunications, transportation, and energy sectors in Europe, North America, and Asia; however, target selection and messaging suggests that the activity is primarily focused on the conflict in Ukraine. Relevant groups include KillNet, Anonymous Sudan, NoName057(16), JokerDNR/DPR, Beregini, FRwL_Team (aka "From Russia with Love"), and Moldova Leaks.

Iran:
Mandiant assesses with moderate confidence that the risk of Iranian cyber espionage and cyber-enabled influence campaigns will rise as elections approach in key nations of interest to the Islamic Republic, such as counterparts in the currently stalled nuclear negotiations and countries offering support to Israel during current fighting in Gaza. Past Iranian activity targeting elections has primarily focused on the U.S. and has involved intrusion activity as well as online narrative promotion, claimed data leaks, and attempted voter intimidation. However, observations suggest that Iranian cyber threat groups are currently focused on domestic surveillance, the Gaza conflict, and Iranian opposition organization People's Mojahedin of Iran (MEK), potentially reducing the likelihood of large-scale attempts to interfere with global elections in 2024.

IO: Mandiant tracks a number of notable pro-Iran influence campaigns (e.g., Liberty Front Press (LFP), Roaming Mayfly, and Endless Mayfly), and Mandiant has observed these campaigns target audiences globally and leverage wide-ranging TTPs. Influence infrastructure used in operations attributed to these campaigns most frequently relied on Arabic-language assets and targeted countries within Iran's sphere of influence. Mandiant has observed pro-Iran influence campaigns impersonating voters and officials and promoting partisan content during past U.S. elections, though we also note the use of websites and networks of social media accounts focused on the UK, India, and Indonesia used to promote narratives in line with Iranian interests. Recurring themes promoted by these campaigns amplify both anti-U.S. and anti-Israel narratives. 
Hacktivist Personas: Mandiant is trackingseveral threat actor personas that claim to be conducting hacktivist or cyber criminal operations, such as hack-and-leak activity or ostensible ransomware encryption, resulting in data destruction. Mandiant notes that messaging and target selection for these personas often aligns with Iranian strategic interests. According to U.S. officials, many of the most significant pro-Iran disruptive or hack-and-leak incidents from the past several years can be linked back to Iranian company Emennet Pasargad, which TAG tracks as MARNANBRIDGE, including efforts to disrupt the 2020 U.S. election, described above. In November 2022, open sources reported that an additional persona, "Al-Toufan," defaced Bahraini government websites ahead of the nation's general elections. 

China:
Mandiant expects Chinese state-sponsored intrusion and influence activity to intensify prior to, during, and in the weeks after 2024 global elections, focusing on national elections in countries that Beijing considers to be high-priority collections targets, such as Taiwan, the United States, South Korea, and India. As of the time of writing, Mandiant has not observed China combine intrusion activity with information operations. However, we have seen pro-China IO campaigns demonstrate persistence, aggression, and clear intent to influence elections in the U.S., Taiwan, and Hong Kong. These campaigns used AI-generated imagery and video content, financed and staged protests in target countries, and used increasingly effective tactics to disguise IO as legitimate news, or real individuals, which appears to have increased audience engagement. 

IO: Two longstanding IO campaigns of note: DRAGONBRIDGE and HAIENERGY In addition to a regular cadence of DRAGONBRIDGE activity promoting diverse narratives regarding global politics, news events, and issues concerning the domestic and foreign affairs of various countries and regions, Mandiant has observed narrative promotion specifically targeting 2024 elections in Taiwan and the U.S. HaiEnergy promoted articles frequently criticize U.S. foreign policy and U.S. politicians and highlight purported examples of domestic friction, such as ethnic or gender inequality. Content also praises PRC policies. In December 2023, Mandiant observed HaiEnergy promote articles critical of Taiwanese Presidential candidate Lai, describing him as lacking political acumen and the DPP as plagued by internal conflicts and a series of scandals. HaiEnergy assets also promoted narratives positively portraying electoral changes implemented by the PRC in Hong Kong ahead of the district council election in December 2023.



Understanding Hybrid Operations

INTRUSION

=

Unauthorized
access, data theft

000

@i
Insider threat

Cyber enabled
vote tampering

HYBRID

&

Destructive Hack and
Attack Leak

2
DDoS Attack Encouraging

physical

protests

& =«

Defacement Direct
communications
with target
audiences

o

Disseminate
10 Material

ool 0
o
—

Amplify |0 material

555

Al abuse,
deepfakes

MANDIANT

MANDIANT 2

Now parT oF Google Cloud


Presenter Notes
Presentation Notes
Report to Reference: 2024 Election Security Threats: Diversity of Targets, Tactics, and Threats

Hybrid Operations: Operations whose objectives rely on the successful use of cyber capabilities to enable some form of information operation. 
Russia:
Sandworm Team: GRU-linked Sandworm Team has conducted several of the most impactful hybrid cyber threat operations combining cyber espionage with hack-and-leak and other influence operations during elections in the U.S., Ukraine, France, and other nations over the past 10 years. Mandiant previously assessed that hacktivist personas XakNet Team and CyberArmyofRussia_Reborn have collaborated with the GRU's network attacks to create second-order psychological effects during the ongoing conflict in Ukraine. Moreover, Solntsepek has notably been the primary vehicle used to claim responsibility for cyber attacks and to leak stolen documents from operations linked to Sandworm in 2023.
UNC4057 conducts cyber espionage and information operations in support of Russian national interests. Mandiant observations suggest that this group has primarily focused on Ukraine and NATO since Russia's 2022 invasion. Mandiant believes that UNC4057 poses a risk to election-related organizations because information UNC4057 stole from victim mailboxes has reportedly been used in a hack-and-leak operation seeking to influence UK politics in 2022. 
UNC5101: In addition to traditional cyber espionage against political targets in Europe, Palestine, and the United States, Mandiant has seen UNC5101 conduct information operations using spoofed Ukrainian government domains and letterhead to disseminate false narratives directly to inboxes of Ukrainian government employees. Ahead of Russia's Duma elections, Mandiant also observed this actor register domains referring to jailed Russian opposition politician Alexei Navalny and his "smart voting" application used to promote candidates with the best odds of defeating those backed by the Kremlin and the United Russia Party.
APT29: Mandiant tracks frequent APT29 campaigns targeting diplomatic organizations globally, particularly in Europe and NATO member states. In the past 12 months, Mandiant has observed APT29 targetingtechnology companies and IT service providers in the United States and Europe, which is a potential risk to elections as APT29 has demonstrated a pattern of targeting these types of organizations to facilitate third-party compromises of government and policy organizations. According to open sources, APT29 compromised the Democratic National Committee (DNC) ahead of the 2016 U.S. election.
Iran:
UNC757: In September 2020, CISA disclosed that UNC757 targeted U.S. federal agencies, exploiting VPN vulnerabilities and installing web shells. Mandiant tracked similar activity through late 2019 and early 2020. In April 2023, the head of U.S. Cyber Command's Cyber National Mission Force disclosed that UNC757 had successfully gained access to a U.S. city website used to report election results during the 2020 election. This access could have been used to stage a defacement reporting false election results.
Additional Note: Iranian threat actors have also demonstrated willingness to deploy ransomware and sustained DDoS campaigns to disrupt target operations. 


Espionage Targeting European Political Groups in Q1

In late February 2024, a Russia-nexus cluster of activity that has
previously targeted diplomacy-related entities conducted a phishing
campaign likely centered around German politicalparties and their
affiliates:

M

Phishing emails were sent to victims using an invite to a dinner
reception bearing a logo from the Christian Democratic Union
(CDU), a politicalparty in Germany.

The campaign represented a departure from the group’s typical
remit of targeting foreign embassies around the world,
demonstrating the evolving nature of geopolitically motivated
intelligence collection requirements.

The German-language lure document contains a link directing the
victims to a ZIP file containing a custom dropper hosted on an
actor-controlled compromised website.

The dropper delivered a second-stage CDU-themed lure document
and a custom next-stage payload retrieved from the same
compromised domain.

«CDU

Wir freuen wuns, Sie 2zu einem Abendessen des
regionalen reprasentativen Amtes der Partei einzuladen,
das am 1. Marz um 19 Uhr helfen wird

Um an der Veranstaltung teilzunehmen, fullen Sie bitte
einen Fragebogen aus wund senden Sie ihn in den
nachsten Tagen per E -Mail. Einladungen werden in die
ordnungsgemalie Zeit gesendet.

Sie finden alle erforderlichen Informationen Uber die
Veranstaltung sowie das Formular fur die Teilnahme auf
unserer Website.
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In late February 2024, a clutter of activity attributed to intelligence collecting elements of the Russian state targeted individuals with affiliations with Germany’s Christian Democratic Union (or CDU), Germany’s second largest political party which currently operates in opposition at the federal level since losing elections in 2021. 
The campaign’s likely target scope of political affiliates represented a departure from earlier campaigns focusing on diplomatic entities, including embassies globally. 
Illustrates the evolving 


Interrelations between Chinese Capabilities, Posturing, and

Election-Specific Targeting

Observed Activity:

e Phishing campaigns leveraging Taiwanese presidential
election-themed lures to deliver malware.

e Targeting of the energy, telecommunications, and
government sectors with tools that are shared to a limited
degree among China-linked threat actors to include
POISONPLUG and SOGUmalware.

e Commercially available tools including Cobalt Strike
BEACON have been used to target Taiwanese entities in
phishing campaigns.

e Tangentialimpact has also been observed in 2023 and into
2024 as threat actors leverage zero days that targeted
edge devices and security appliances.

Analysis:

e Ongoing intelligence interest in the candidates, support
organizations, and other interested parties surrounding
elections in areas of interest

o  Especially amplified by the perceived closeness of
an election as contentious as that of January 13

e Various capabilities—including initialaccess techniques,
enablement preparations, tooling, and obfuscation
efforts—are interoperable and fungible across a range of
core state-nexus objectives.

M

Google Cloud’s cyber threat intelligence firm Mandiant warned Tuesday of a

“substantial volume of espionage operations” by China against Taiwan’s

government, technology and critical infrastructure, according to a statement

from Ben Read, the company’s head of cyber espionage analysis. “While this

type of targeting has occurred for years, the volume over the past few months

has been notable.”

POLITICO
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Super Tuesday

Background:
e On 05 March,overadozen states held primaries or caucuses to
choose their respective party candidates.
e Mandiant observed at least one event parallelto, but not
necessarily related to, the day of elections:

o  Throughout the day, a technicalissue at Meta led to a social
media outage preventing users from accessing their
Facebook and Instagram accounts.

o  The hacktivist front Anonymous Sudan—which supports pro-
Russia narratives, amplifies storylines opposing the West in
general, and often claims DDoS attacks against Western
entities—quickly claimed responsibility alongside affiliated
threat actors Skynetand Godzilla.

Takeaways:

e Evendisruptive events with no substantive relation to (or that are
demonstrably unrelated to) the conduct of an election can have
the narrative hijacked by opportunistic threat actors.

o Threat actors seeking to disrupt real-world events do not
always need to even deploy capabilities to do so.

o  Hacktivist fronts (as wellas extortionary cybercriminals)
continue to benefit the most from the rapid publicity
malicious claims often receive.

M

@ Anonymous Sudan

2020 e 5o Bl il

w hitps://check-host.net

Attack duration: 2 hours.

#AnonymousSudan

il.co uk/home/index
British daily middle-market tabloid
newspaper founded in 1896, and news website published
in London. As of 2020 | dau Ly, Luilla s Gssas pon " s s 13
b 3 ] g oy 1896 e (g e

m vx-underground & @vxunderground - Mar 5
00 Justsawa large group of people, probably age 55+, on Twitter angrily
tagging Joe Biden and blaming him for Facebook and Instagram having
connectivity issues.

The internet is cool and badass

O 23 24 Q 549 iht 34K [
m vx-underground & @vxunderground - Mar 5
"V Some were calling him "spineless". Not sure how this insult correlates to

Facebook and Instagram.

Q7 0 Q 80 iht 1K H &

vx-underground & @vxunderground - Mar 5
There are rumors of a DDoS attack against social media giant Meta
(formerly Facebook). We don't know if it's true. However, as is tradition, we
just assume it to be a DNS issue.

»

Cheers
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Above : Speculation regarding the source of Super Tuesday’s
social media outage, as wellas commentary on public
reactions.

Below : Prior claims by Anonymous Sudan targeting Western
media outlets in stated support for Gaza, reflecting their
ongoing conduct of activity directly parallelto U.S. domestic
as wellas globalpoliticalissues.
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Attack duration: one hour
Attack duration: 6 hours.
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Threat Commonalities

“Traditional” Cyber Threats

@® Generic phishing and spear-phishing continue to provide indispensable initialaccess vectors for threat actors

o A“campaign” stillrequires a mix of skills and capabilities
e Non-election specific issues such as ransomware can quickly play a role in public confidence, integrity, and availability

o Activity doesn’t have to directly target elections to impact them, either immediately or down the line
e Supply chains are the new front line (“edge” devices are emerging as critical)

MAINTAIN PRESENCE MOVE LATERALLY
INITIAL RECONNAISSANCE INITIAL COMPROMISE ESTABLISH FOOTHOLD COMPLETE MISSION
INTERNAL
ESCALATE PRIVILEGE RECONNAISSANCE

Cognitive Domain Effects

e Perception of the attack and its consequences
e There is no nuance in the media
e The future isn’t now, but some may think it is (AL, deepfakes, etc.)
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|dentification of Key Terrain

Placing Resources Where They Do the Most Good

Domains to Address:

Traditional Network Defenses

Leadership Education

Private Sector Partnerships

Data Resilience and Redundancy
o COOP Planning

e Adversarial Intelligence

o Prioritized requirements

M

environment

Physical dimension Infarmational dimension

(brick and mortar centric) Neutral Friendly (data centric)
+ Assets (brick and mortar) « Infarmation
« Factories + Content
- Networks » Adversary Enemy « « Flaw
+ Equipmeni = Quality
« Associated infrastructure = Automation

)

Cognitive dimension
(hurman centric)
+ Cpinion and knowledge
= Public
= Private
» Leadership
« Assumptions
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Hardening and Resilience Considerations

Cyber:
=> Hunting
-> Exercises

—=> Threat intel for the masses

Cyber -Cognitive:
= “Two-person” integrity
=> Wargaming decisions

Cyber -Physical:
=> Where does the ITwork happen?

M MANDIANT
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Discussion &Questions
EAC Contact Form:

EAC Contact Email:
clearmghouse@eac.gov
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https://www.eac.gov/contactuseac

MANDIANT

or Google Cloud

Thank you




	Q1 2024 Briefing
	AGENDA
	Introduction
	Executive Summary
	Intelligence Methodology
	Information Sourcing & Fidelity 
	Attack Lifecycle
	The Threat Landscape
	2024 U.S. Presidential Elections Calendar
	Identifying Adversary Objectives   
	Distinguishing Targets within the Elections Ecosystem 
	A Dynamic Threat Landscape
	The Spectrum of Contemporary IO Activity 
	Defining the Current State of AI-Enabled TTPs 
	Observed Activity
	Key Takeaways:
	IO Campaigns, Impacts, and FUD 
	Russia-Aligned Campaigns 
	Iran-Aligned Campaigns 
	PRC-Aligned Campaigns 
	IO Surrounding Taiwan’s Presidential Elections  
	Notable Russia-, Iran-, and PRC-Aligned Campaigns Targeting U.S. Audiences
	Understanding Hybrid Operations
	Espionage Targeting European Political Groups in Q1 
	Interrelations between Chinese Capabilities, Posturing, and Election-Specific Targeting
	Super Tuesday 
	Strategic Outlook
	Threat Commonalities
	Identification of Key Terrain
	Hardening and Resilience Considerations
	Discussion & Questions

EAC Contact Form:
https://www.eac.gov/contactuseac

EAC Contact Email:
clearinghouse@eac.gov



	Thank you

